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This Course Aims. . . 

The contents of this course represent the essentials of cyber security. It 

explores the basics of cyber trends and threats, exploitation and defense 

techniques along with the illustration using the available Open Source tools.     

This Course Mainly Covers . . . 

 Network & Security Concepts 

 Attacker Techniques 

 Exploitation 

 Defense & Analysis Techniques 

This Course Assess the Students with. . . 

 Assignments 

 Online Quizzes 

 

 



 

 
Course Objectives:  
 
 The purpose of this course is to provide understanding of the key issues related to 

security in modern networked computer systems.  

 This covers underlying concepts and foundations of computer security. Understanding 

various types of security attacks.  

 Understand key terms and concepts in Attacker Techniques.  

 Understanding the monitoring and analyzing the nature of attacks through 

cyber/computer forensics software/tools. 

 The learner will gain familiarity with prevalent network and distributed system attacks, 

defenses against them, and forensics to investigate the aftermath. 

 
 
Course Outcomes:  
 
Upon successful completion of the course, students will be familiar with cyber security 

landscapes and able to 

 Analyze and evaluate the cyber security needs of an organization. 

 Determine and analyze software vulnerabilities and security solutions to reduce the risk 

of exploitation. 

 The students can use basic security tools to enhance system security and can develop 

basic security enhancements in stand-alone applications. 

 

 

 

 



 

 

Course Syllabus 

 

Network & Security Concepts: 

Introduction - - Cyber Security Goals - - Security Attacks - - Passive Attacks – Release of 
Message Contents – Traffic Analysis - - Active Attacks – Masquerade – Replay – Modification 
of Messages – Denial of Service - - Examples 

 Assignment : Collect various recently happened real world attacks and discuss how 
much loss happened with those security attacks. (Must focus on Minimum TEN 
Attacks) 

Attacker Techniques : 

Introduction - - Antiforensics – Using Proxies – Using Tunneling – Using Botnets – Using 
Fast Flux - - Fraud Techniques – Phishing – Rogue Antivirus – Click Fraud - - Cyber Security 
Statistics 

 Assignment : Collect various recently happened phishing and click fraud incidents and 
illustrate the damage done by them. (Must focus on Minimum TEN incidents) 

Exploitation : 

Introduction - - Malware - - Types of Malware – VIRUS – Computer Worm – Trojan Horse – 
Ransomware - - Cyber Attacks - - Denial of Service Attacks - - Man-in-the-Middle Attacks - 
- SQL Injection Attacks 

 Assignment : Discuss various types of Viruses and Trojan Horses and illustrate recent 
major virus and trojan attack incidents. (Must focus on Minimum TEN incidents) 

Defense & Analysis Techniques : 

Introduction - - The Power of Active Defense - - Cyber Security Defenses – Firewall – 
Antivirus Software - - Cyber Security Tools - - Basic Tools - - Monitoring Tools - - Expert 
Tools - - Android Security Apps - - Tips for Securing Your System 

 Assignment : Practice the discussed tools and monitor the network traffic. 

Reference Books: 

1. Cyber Security Essentials by James Graham, Richard Howard & Ryan Olson 
2. Cyber Security Essentials by Charles J. Brooks, Christopher Grow, Philip Craig & 

Donald Short 
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Sample Certificate 

 

 

 
 

 

 
 

 



 

 
Course Outcomes 

 
The contents of this course represent the essentials of cyber security. It 
explores the basics of cyber trends and threats, exploitation and defense 
techniques along with the illustration using the available Open Source tools 
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Your Comments or Suggestions regarding this Course 

 Good ok  
 This is very useful course 
 Excellent sir 
 This course is useful to us ,,content was very good  
 i learnt very much through this course 
 Nice teaching 
 Tq Soo Much Sirrr  
 Good 
 Mainly sir's interest in this content is excellent 
 Good  
 Sir nenu telugu lo type chestunnanu Maku e course chala use avuthundi sir future lo maku dini valla 

chala benefit vunnayi sir and na suggestion anti akkuva days vuntey chala deep learn chesukovachu 
anipinchindi sir  

 This course was very useful during these holidays .My class teacher also very interested in teaching 
the class so all of them usefull .so many examples compare to learn easily Soo thanks you sir  

 Very useful to us 
 This course idea and theam is excellent during this lock down time,but due to our network 

connection sometimes we miss the class . Thank you sir. 
 It was a great time to get the classes but little bit of digital disturbence for the volume  
 Useful course with a very practical and well-structured layout... Excellent array of interaction and 

learning... Thank u sir..!! 
 U done very hard work for us sir tq sooo much sir ....this course is very useful to us tq sir 
 Very useful course to every student 
 Expert in communication skills , friendly Ness approachability  
 Cyber security is an Osam course.. and it is very useful for us ... Thank you sir for this course we 

learn a Best topic in this lock down Thank you RAVI TEJA sir 
 VERY GOOD 
 This is what's happening in the society all must know about this course 

 


